We present empirical measurements of the packet delivery performance of the Telos and MicaZ sensor platforms. At a high level, their behavior is similar to that of earlier platforms. They exhibit a reception "grey region," and temporal variations in packet loss. Looking more deeply, however, there are subtle differences, and looking deeper still, the patterns behind these complexities become clear. Environmental noise (802.11b) has high spatial correlation. Packet loss occurs when a receiver operating near its noise floor experiences a small decrease in received signal strength, rather than an increase in environmental noise. These variations cause the reception "grey region." Packet losses are highly correlated over short time periods, but are independent over longer periods. Based on these findings, current practices could be easily changed that would greatly improve efficiency and performance.
Introduction
The complexities of low-power wireless networking are a basic challenge in sensor network research. Early studies quantified many important characteristics of packet delivery but were unable to establish the root causes of these complexities. In many cases, the hypothesis was hardware variations, such as slight differences in receiver sensitivity [3] Copyright is held by the author/owner(s). SenSys'06, November [1] [2] [3] 2006 , Boulder, Colorado, USA. ACM 1-59593-343-3/06/0011 Figure 1 . Observed behavior at node 4. The first plot on the left shows packet loss over time. The second plot shows the measured signal strength of the channel, which shows very, short-lived spikes. The third plot shows the singnal strength of the channel averaged over 400 samples (40s), which shows that there are not significant variations. The last plot, on the right, shows the RSSI distribution of packets received from node 30 over time.
or oscillator calibration [9] , but these effects were neither quantified nor empirically measured, leaving the hypotheses unevaluated. More recently, many platforms, including the micaZ [7] , Telos [2] , and IntelMote2 [1] , have gravitated towards a single data-link protocol, 802.15.4 [8] , and even a single radio chip, the ChipCon CC2420 [4] . This newer technology differs significantly from earlier radios, which suggests that 802.15.4-based platforms may behave quite differently than early studies would suggest.
In this paper, we present the results of an initial set of experiments that seek to shed light on these unknowns. Our observations have broad implications for the design of efficient link estimators, channel-sense media access protocols, link retransmission policies, and routing protocols.
Experimental Methodology
We used the Telos rev B mote [6] and the MicaZ mote [7] as our two primary experimental platforms, both of which have a CC2420 radio. CC2420 provides two metadata on every successfully received packets: received signal strength indicator (RSSI) and chip correlation indicator (CCI). CC2420 also allows one to sample the RSSI register even when no packets are received. We refer to such samples as Signal Strength. The mode of Signal Strength samples is used as a good estimate of the noise floor at a node.
Our experiments can be broadly classified into burst, round-robin and interference. In the burst experiments, each node sent a burst of 100 to 2000 broadcast and unicast packets at various packet rates. In the round-robin experiments, for every packet, nodes cycled through as transmitters and sent broadcast packets at a predefined rate, which was varied from experiment to experiment. In the interference experiments, Signal Strength was sampled at various rates without any packet transmissions so that they can be used as a measure of background noise. we also conducted an interference experiment such that the nodes were synchronized to measure the spatial correlation of the noise.
Results
In our earlier work [5] , we analyzed the correlation between RSSI and CCI with packet reception rate (PRR). We also hypothesized that the outliers in those plots were possibly due to the variation of RSSI close to noise floor of a node. As an initial test of these hypotheses, in this work, we looked in depth at the behavior of a single node over a 4-hour trace, node 4 from round-robin experiment. In Figure 1 , the leftcenter plot shows large spikes in noise, the right-center plot shows that the noise spikes are rare as the averages are between -93 and -92.5dBm. Furthermore, there does not seem to be a strong correlation between noise values and the PRR from node 30 (first plot). Moreover, looking at the far-right plot, it is clear that the receptions at -90 dBm form dense clusters while the receptions at -91 dBm, which are closer to the noise floor (-92 dBm) at node 4, are rather sparse. This suggests that the dense clumps of packet receptions -the periods of higher PRR -are correlated with periods of higher received signal strength. However, it is important to check if the noise spikes (left-center plot) are due to external or internal noise. If the noise is internal then this would be a problem to CSMA protocols.
To verify if the spikes are due to external sources, we carried out the interference experiment with the nodes synchronized. We then correlated the noise measured at the nodes. Table 1 shows that the noise spikes are higly correlated suggesting that they are infact external to the nodes. As 802.15.4 and 802.11 share the same spectrum (Figure 2) , it is possible that these spikes are 802.11 traffic. To verify if the spikes are due to 802.11, we looked at the noise measurements with and without shielding nearby 802.11 access points. We did verify that these spikes are infact due to 802.11 traffic.
The results in right corner plot of Figure 1 also suggests that the packet reception and losses tend occur in clusters. To this end, we analyzed the packet loss correlation for different inter-packet intervals. We found the packet losses to be correlated for short intervals (of the order of milliseconds). We found the losses to be independent for long intervals (of about 14 seconds). This suggests that it is not always correct to assume that packet losses are i.i.d in the analysis of wireless protocols. 
Discussion
High interference from 802.11 nodes suggests that the 15.4 nodes should not assume that they are the sole users of the channel. Given that most sensornets are heterogeneous and have 802.11b-based microservers, a microserver may make use of its higher power 802.11 signal to wake up 15.4 motes. Nodes may also use such 802.11 signals for localization. Packet loss correlation suggests that a node may choose to retransmit at a later time than immediately, if faced with a few losses. It may also choose to pick another route to send future packets.
Our belief is that for wireless sensor networks to truly become robust, long-lived, and effective tools for society, we must understand their networking deeply and fully, and hope that this work is an initial step towards this goal.
